
How I created 10 

mln of viruses



„Viruses”

 V1 / V2 – simple downloader

 Two flavors

 V3 – different hashes

 random data added to the exe

 V4 – trolling at its finest

 So far...

 V5 – better, faster, more reliable. 

 V6 – stay tuned…



V4

 Polymorphism made easy

 Random string in printf

 Random URL (both host, and file parts)

 Randomly included pieces of code

 = randomly imported functions 

 SNMP

 Immutable parts

 Domain name!



TCC

 FAST!

 And simple

 No optimizations

 Small output

 Can work as EXE and DLL

 In-memory compilation

 ONE INSTANCE AT A TIME 



Connecting dots

 IIS

 ISAPI/CGI

 Folder for “viruses”

 404 compiles new exe and serves it



Optimizations

 Hostname

 Block some IP addresses 

 Compile from DLL

 No TCC process creation

 No 32bit anymore 

 RAMDisk?

 Header files (120kLoC → 27kLoC)

 CPU Affinity

 Timeouts

 Recycling

 Manual deletions



V5

 Load balancer

 Scaling wide

 No more “only one instance” limitations

 Less downtime

 SNMP ➔ BCrypt

 Urlmon➔WinINet

 Referer

 User-Agent

 Telemetry



Staying safe

 Separate IP Address

 Burner domain with random name

 HTTPS? What about certificate?

 Random hostname

 And what my registrar thinks about it

 Throttling (403 502)



Antivirus

 Theory: Heuristics

 Freshly registered domain

 Fresh certificate

 Creating exe files on a disk

 No referrer

 Child processes

 x64/Win32

 Practice: 

 Well known domain string

 Compiler



LogParser FTW!

 https://www.microsoft.com/en-us/download/details.aspx?id=24659

 Well known

 Powerful

 Command line only, but some external helpers exist

 SQL-ish syntax

 Fast!

 100MB/s, 0.5Mqueries/s 

 Unless you have 30M+ entries in 7GB of logs...

 60-90s/query

https://www.microsoft.com/en-us/download/details.aspx?id=24659


Total queries



IPs



Networks 



Excessive rate



Successful responses



Win32 errors



Performance



User-Agents



Referrers?



Referers



URIs



Common URIs



EXE



EXE vs others 9.09



EXE vs Others 27.09



Number of scanning IPs



Future (a.k.a. v6)

 GCC?

 (Even) more data in queries

 CreateProcess()

 Generate non-PE format(?)

 Put some misleading strings into a file

 Better Sleep()
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